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Ronald Cramer, Ivan Damgard 

May 1997 Proceedings of the twenty-ninth annual ACM symposium on Theory of 
computing 

Full text available: ^^ pdf(i 47 MB) Additional Information: full citation, rfiferences, index terms 



^ Qn.randpmization.J.^^ 

Rajiv Gupta, Scott A. Smolka, Shaji Bhasicar 

March 1994 ACM Computing Surveys (CSUR), Volume 26 Issue 1 

Full text available: ^jadff5.PJ..MBJl Additional Infonmation: fuU.pjjatioa at35irai;t, Memnces, .cJtiD35. iQ.deit.tenil& 

Probabilistic, or randomized, algorithms are fast becoming as commonplace as conventional 
deterministic algorithms. This survey presents five techniques that have been widely used in 
the design of randomized algorithms. These techniques are illustrated using 12 randomized 
algorithms— both sequential and distributed— that span a wide range of applications, 
includlng:prlmality testing (a classical problem in number theory), interactive probabilistic 
proofs... 

Keywords: Byzantine agreement, CSP, analysis of algorithms, computational complexity, 
dining philosophers problem, distributed algorithms, graph isomorphism, hashing, interactive 
probabilistic proof systems, leader election, message routing, nearest-neighbors problem, 
perfect hashing, primality testing, probabilistic techniques, randomized or probabilistic 
algorithms, randomized quicksort, sequential algorithms, transitive tournaments, universal 
hashing 
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Full text available: "^jarifO.Q^WBjL Additional Infonmation: fuU.Gitatioa refetaacea. citings^ indexterms. 



Keywords: NP, cryptographic protocols, fault tolerant distributed computing, graph 
isomorphism, interactive proofs, methodological design of protocols, one-way functions, proof 
systems, zero-knowledge 



^ Resettabie.zerg-k^^^ 
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May 1999 Proceedings of the thirty-second annual ACM symposium on Theory of 
computing 
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Keywords: concurrent zero-knowledge, identification sdiemes, public-key cryptography, 
smart cards, witness-indistinguisable proofs, zero-knowledge 
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Mlhir Bellare, Shafi Goldwasser 

April 1997 Proceedings of the 4th ACM conference on Computer and communications 
security 

Full text available: i^|vipdf(1 98 MB) Additional Infomnation: full citation, references , index terms 
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Donald Beaver 

January 1998 Proceedings of the 1998 worlcshop on New security paradigms 

Fu II text ava ila ble : "ff^lx^dfU Additional ! nfomnation: fuU.cilatiOJD. refacp^ace^ siting?. jndej!i.tacm5. 
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Yair Frankel, Phiiip D. HacKenzie, Moti Yung 

May 1998 Proceedings of the thirtieth annual ACM symposium on Theory of computing 

Full text available: "If^-Pdttl-^^-MS) Additional Infomnation: fuD.cilatiOD. rfifec&QCfia. citings, jadex-tacras. 
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Ronald Cramer, Ivan Damgard, Stefan Dziembowski 

May 1999 Proceedings of the thirty-second annual ACM symposium on Theory of 
computing 

Full text available: ijw^pdf(i 13 MB) Additional Infomnation: full citation, references, citings, index tenns 
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Birgit Pfitzmann, Matthias Schunter, Michael Waidner 

June 1998 Proceedings of the seventeenth annual ACM symposium on Principles of 
distributed computing 

Full text available: ■f^^J^W-^CLWBJi Additional Infomnation: fuU.ciiatioa mfecftacfis. cittnfls, indexJecms. 
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25 years of quantum cryptography 
Gilles Brassard, Claude Crepeau 

September 1996 ACM SIGACT News, Volume 27 Issue 3 

Full text available: ^^jadf(915L82.KBjL Additional Infomnation: fulJ.cilatioa abstract, .citings, jndejSLtfirms 

The fates of SIGACT News and Quantum Cryptography are inseparably entangled. The exact 
date of Stephen Wiesner's invention of "conjugate coding" is unknown but it cannot be far 
from April 1969, when the premier issue of SIGACT News— or rather SICACT News as it was 
known at the time— came out. Much later, it was in SIGACT News that Wiesner's paper finally 
appeared [74] in the wake of the first author's early collaboration with Charles H. Bennett [7]. 
It was also in < ... 
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May 1998 Proceedings of the thirtieth annual ACM symposium on Theory of computing 

Full text available: ■^|pcltC4.tA.MB) Additional Information: fuU.cilatiojci. rfifecencfis, citings, index.tacros. 
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Ran Canetti, Rafail Ostrovsky 

May 1999 Proceedings of the thirty-first annual ACM symposium on Theory of 
computing 

Full text available: ^!!IrcI((9.3S.6J.KB1 Additional Information: /.glLcitsitifla. MenenCAS, IDdSKiSfma 



A simple, comprehensive type system for Java bytecode subroutines 
Robert O'Callahan 

January 1999 Proceedings of the 26th ACM SIGPLAN-SIGACT symposium on Principles of 
programming languages 

Full text available: ■^jHdf(9Q9...09.KB). Additional Infomnation: (uU.cjiatioj). mfeteacfia, .Citings. jnde;<.te[m5. 



Keywords: Java, bytecode, continuations, polymorphic recursion, subroutines, types 



Oblivious data structures: applications to cryptography 
Daniele Micciancio 

May 1997 Proceedings of the twenty-ninth annual ACM symposium on Theory of 
computing 

Full text available: ^?^p(it(l,.49.Ma) Additional Information: ftjILcitation, MerenGes, citlnas. tadfixXemis 



A theoi^ of.usina.hi^^^ 
Ral<esh M. Verma 

September 1995 Journal Of the ACM (JACM), Volume 42 Issue 5 

Full text available: ■^j5df(2J.0..MB). Additional Information: fuU.pjiatiM. ^ti$i/3fit Jrefersnces, .iDdeJS.term5. revle.\« 

Implementation of programming language interpreters, proving theorem of the form A=B, 
implementation of abstract data types, and program optimization are all problems that can be 
reduced to the problem of finding a normal form for an expression with respect to a finite set 
of equations. In 1980, Chew proposed an elegant congruence closure based simplifier (CCNS) 
for computing with regular systems, which stores the history of it computations in a compact 
data structure. In 1990, Verma and Ra ... 

Keywords: congruence-closure algorithm, equational logic, proof theory, rewrite system 
transformation, term rewrite systems 
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Mihlr Beiiare, Oded Goidreich, Shafi Goidwasser 

May 1995 Proceedings of the twenty -seventh annual ACM symposium on Theory of 
computing 

Full text available: ■^pdf{A.fi5.MBJl Additional Infomnation: fuU.cilatiOJD, refetaacea. citings. indaX-tecms. 



A randomized protocol for signing contracts 
Shimon Even, Oded Goidreich, Abraham Lempel 
June 1985 Communications of the ACM, Volume 28 Issue 6 

Full text available: '^lpcltCt23,Ma) Additional Information: fjjILcitation, aJjstracX rafaceuacfis. citings. jnde;(-tacms, rayjfiw. 
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Randomized protocols for signing contracts, certified mail, and flipping a coin are presented. 
The protocols use a l-out-of-2 oblivious transfer subprotocol which is axiomattcally 
defined.The l-out-of-2 oblivious transfer allows one party to transfer exactly one secret, out 
of two recognizable secrets, to his counterpart. The first (second) secret is received with 
probability one half, while the sender is ignorant of which secret has been received. An 
implementation of ... 
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, Tatsuaki Okamoto, Kazuo Ohta 

0^ Novemberigg4 Proceedings of the 2nd ACM Conference on Computer and communications 

security 

Fu II text available: ^?|4xif{922L4B.KBJi Additional Information: fuU.oiJatioa abslract, joeferencies, .citioas, indfixlemia 



The simultaneous secret exchange protocol is the key tool for contract signing protocols and 
certified mail protocols. This paper proposes efficient simultaneous secret exchange protocols 
(or gradual secret releasing protocols) that are based on general assumptions such as the 
existence of one-way permutations and one-way functions, while the existing efficient 
simultaneous secret exchange protocols are based on more constrained assumptions such as 
specific number theoretic problems and the ... 

WatMmarkingJech 

A. B. Kahng, J. Lach, W. H. Mangione-Smith, S. Mantik, I. L. Markov, M. Potkonjak, P. Tucker, H. 
Wang, G. Wolfe 

May 1998 Proceedings of the 35th annual conference on Design automation conference 

Full text available: "^pdff 243^93. KB). Additional Information: fuU.ciiatioj), abstract, jreferences, .citinas. IndeKienna 

Digital system designs are the product of valuable effort and know-how. Their embodiments, 
from software and HDL program down to device-level nettist and mask data, represent 
carefully guarded intellectual property (IP). Hence, design methodologies based on IP reuse 
require new mechanisms to protect the rights of IP producers and owners. This paper 
establishes principles of watermarking-based IP protection, where a watermark is a 
mechanism for identificatio ... 
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Markus Michels, Holger Petersen, Patrick Horster 

January 1996 Proceedings of the 3rd ACM conference on Computer and communications 
security 

Full text available: pdf(484 21 KB) Additional Information: full citation, references, index terms 



^ En.c.ryp.tjp..n..a.nd..Secu.re. 

Gerald J. Popek, Charles S. Kline 

Decemberl979 ACM Computing Surveys (CSUR), Volume 11 Issue 4 



Full text available:' 



Additional infomiation: fuU.tyJatic>D. isfftCfeaces. .Citings, jndextarctis. 



S.o.rti.ng..gut..sign..at.ure..s.cM 
Birgit Pfitznnann 

December 1993 Proceedings of the 1st ACM conference on Computer and communications 
security 

Full text available: "pjlpdfCl.ig MB) Additional Information: full citatlQH, absliact references, citings, index terms 

Digital signature schennes are a fundannental tool for secure distributed systems. It is 
innportantto have a formal notion of what a secure digital signature scheme is, so that there 
is a clear interface between designers and users of such schemes. A definition that seemed 
final was given by Goldwasser, Micali, and Rivest in 1988, and although most signature 
schemes used in practice cannot be proved secure with respect to it, they are all built so that 
they hopefully fulfil it, e.g., by the i ... 

^ Asynnmetric fingerprinting for larger collusions 
Birgit Pfitzmann, Michael Waidner 

April 1997 Proceedings of the 4th ACM conference on Computer and communications 
security 

Full text available: ^^|jadf(.t.a7,JMBJl Additional Information: fuU.citatioxi^ fefac&acfia. ciUngs. indextfttms. 
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Januar/ 1996 Proceedings of the 3rd ACM conference on Computer and communications 
security 
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David Chaum 

October 1985 Communications of the ACM, Volume 28 Issue 10 

Full text available: ^^pdf(i.77 MB) Additional Infonnation: full citation, abstract references, fiitinaa. index terms, review 

The large-scale automated transaction systems of the near future can be designed to protect 
the privacy and maintain the security of both individuals and organizations. 

^ HM's critj.cs.on.de^^^^ 
Ronald P. Loui 

May 1995 Proceedings of the fifth international conference on Artificial intelligence and 
law 

Full text available: "[jj^l pdf(1.27 MB) Additional Information: full citation, references, citing s, index tenns 



Stajki.ng.the.parate^^^^ 
Francisco J. Rlcardo 

May 1998 Proceedings of the ninth ACM conference on Hypertext and hypermedia : 
links, objects, time and space — structure in hypermedia systems: links, 
objects, time and space — structure in hypermedia systems 

Full text available: ^S\pcitC],3fi.MB) Additional Infonnation: fjj|l.cltat)Qa, .celerences, citiofls, ladfixie/jna 



® Computer science education and social relevance 
Ben Shneiderman 

March 1971 ACM SIGCSE Bulletin, Volume 3 Issue 1 

Full text available: ^^pdf(481.71 KB) Additional Infonnation: full citation, abstract 

The rise of computer science as a theoretical discipline should not be allowed to proceed 
without promoting the study of the social implications and applications of the field. This paper 
describes an undergraduate course whose primary goal is to foster an understanding of how 
computers can be used for socially relevant purposes. The students were required to propose 
and execute a project which could benefit people directly. The projects are described and 
suggestions for further work are given. Th ... 

^° Segment transfer protocols for a homogeneous computer network 
Eric Manning, R. W. Peebles 

January 1975 ACM SIGOPS Operating Systems Review , Proceedings of the 1975 ACM 

SIGCOMM/SIGOPS workshop on Interprocess communications, Volume 9 Issue 
3 

Fu II text ava ila ble: ■p^j.pcltWAQ.Q&KB) Additional I nformatio n : fijlLjjitsitipa. .abstract refexeJCLces. iadex.t$lDa5, 



This research is focussed on solving certain problems of distributed processing on a 
distributed data base, with emphasis on transaction processing. Many data bases exhibit 
geographic locality of reference; most of the transactions homing on a given component of 
the data base originate from a particular geographic region. At the same time there is a need 
to operate the collection of components as a single data base, to provide For occasional 
transactions which cross r ... 

Cryptographic protocols 
Richard A. DeMillo, Nancy A. Lynch, Michael J. Merritt 

May 1962 Proceedings of the fourteenth annual ACM symposium on Theory of 
computing 

Full text available: ^|42df(A.a4.A1Bi Additional Information: fuU.ciiatioa abstract, leferences, citiags 

A cryptographic transformation is a mapping f from a set of cleartext messages, M, to a set of 
ciphertext messages. Since for m e M, f(m) should hide the contents of m from an enemy, f-1 
should, in a certain technical sense, be difficult to Infer from f(m) and public knowledge about 
f. A cryptosystem is a model of computation and communication which permits the 
manipulation of messages by cryptographic transformat ... 
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Jon L. Bentley, Brian W. Kernighan 

August 1 986 
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Communications of the ACM, Volume 29 Issue 8 

Full text available: ■p|pdtC9J5ZfiQKB) Additional Information: fjjUjcitalifln, abstcacX refeiencea, cttinos. jndextacms 

The authors describe a system that makes it easy and convenient to describe graphs and to 
include them as an integral part of the document formatting process. 

Technical correspond ^| 
Stephen T. Kent, Doug Bates 

January 1980 Communications of the ACM, Volume 23 Issue 1 

Full text available: '^jadf(72a.72.KBjL Additional Information: fiaj.cilatioj], refecaacea 



Symmetric and Asymmet^ 
Gustavus J. Simmons 

December 1979 ACM Computing Surveys (CSUR), Volume 11 Issue 4 

Full text available: ^\Rdft2.23.WlB) Additional Infomnation: lulL.cita.tiQa Merences. GftiOflS, iD.t^ex.tejma 



Cryptology in Transition 
Abraham Lempel 

December 1979 ACM Computing Surveys (CSUR), Volume 11 Issue 4 

Full text available: ■p^.pdf{A.63.AJBJi Additional Infomnation: fuU.citatioa raf&ceacea, sMnQ% jndextfictus 
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Dorothy E. Denning, Giovanni Maria Sacco 

August 1981 Communications of the ACM, Volume 24 Issue 8 

Full text available: pdf(397.i6 KB) Additional Infomnation: full citation, atfitcafit references, citinaa, index terms 



The distribution of keys in a computer network using single key or public key encryption is 
discussed. We consider the possibility that communication keys may be compromised, and 
show that key distribution protocols with timestamps prevent replays of compromised keys. 
The timestamps have the additional benefit of replacing a two-step handshake. 

Keywords: communications, encryption, encryption keys, key distribution, security, 
timestamps 



A.computer,system 
Joyce Friedman 

June 1969 Communications of the ACM, Volume 12 Issue 6 

Full text available: ^^ pdf(1 03 MB) Additional Infonnation: full citation , abstract, references , iiitinfla, index temis 



A comprehensive system for transformational grammar has been designed and implemented 
on the IBM 360/67 computer. The system deals with the transformational model of syntax, 
along the lines of Chomsky's Aspects of the Theory of Syntax. The major innovations include 
a full, formal description of the syntax of a transformational grammar, a directed random 
phrase structure generator, a lexical insertion algorithm, an extended definition of analysis, 
and a simple problem-orient ... 

Keywords: computational linguistics, language analysis, language processing, lexical 
insertion, natural language syntax, sentence generation, syntax, transformational grammar 
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Carl Hammer 

January 1971 Communications of the ACM, Volume 14 Issue 1 

Full text available: ^^pdftt.ai.JMBjL Additional Information: fuli.cilatioa abstract reJEerencfiS 

Three cyphers allegedly authored by Thomas Jefferson Beale In 1822 have been the subject of 
intensive study for over 100 years. Generations of cryptanalysts have expended untold man- 
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years, thus far without success, attempting to decode them; vast armies of fortune hunters 
and treasure seekers have devoted Herculean labors to digging up the rolling hills of Virginia 
trying to locate the promised bonanza. The history of pertinent activities would fill volumes, 
yet serious students of cryptogr ... 

Keywords: Declaration of Independence, Magna Carta, Thomas Jefferson Beale, codes, 
cryptanalysis, cyphers, decoding, encoding, pseudotext, signature, simulation 
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